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2022-23 Strategic Risk Register – Half-year update   

SCCSRR.001 Financial Resilience 
Risk Owner: 
Assigned to: 

Debbie Brown 
Joanne Hardman 

If financial resilience is weakened then the council may have inadequate resources to meet service demands and priorities, inadequate reserves to respond to financial risks and may be unable 
to set a legal, balanced budget. As a result, the appointed auditor may issue a qualified report, a s114 notice may be issued, spending may be suspended and government may step in to 
administer the council's functions. Furthermore, if the nature and interrelation of financial risks is not fully understood, then the council will make poor financial decisions, leading to inefficient use 
of resources.  If not carefully managed in partnership with Salford Clinical Commissioning Group (CCG) there is a risk that implementation of recommendations from 'The White Paper - 
Integration and Innovation: working together to improve health and social care for all' might undermine long established, well embedded local partnership working and unravel existing 
arrangements that work well for Salford, including participation in the pooled / integrated funds. This could result in an inability to deliver the ambitions outlined in our Salford Locality Plan and / 
or other city-wide strategies.  
Financial resilience is the ability of the council to withstand financial strain arising from various causes including changes to local authority funding, increasing demand for services, higher costs, 
loss of income sources, an increasingly complex delivery landscape and changes in the economy overall. An unprecedented event such as the Covid19 pandemic can bring the full range of 
these risks to bear on the council’s financial position. There is no single indicator of overall risk to financial resilience, but CIPFA has identified a number of areas which should be scrutinised, 
focusing especially on the adequacy of reserves, the consequences of borrowing, vulnerability to social care cost increases, the ability to raise funds other than from government sources and 
vulnerability to changes in the business rates retention system. The council has identified significant risks in each of these areas.   

Existing Controls 

The council's financial planning arrangements include preparation by the finance team of detailed financial forecasts, based on the best available information and including prudent assumptions 
based on professional judgement and external advice. These forecasts are built into the council's strategies as follows:  

 a balanced budget to put into effect the council's service plans for the forthcoming year, matched by available funding and including a risk assessment of the adequacy of general reserves.  
 a medium-term financial strategy (MTFS) to set out how the council will fund Salford's ambitions and priorities over the next three years, including the identification of any budget gap in 

order for opportunities to reach a balanced position to be identified and assessed.  

 a risk-based approach to the use of reserves, identifying appropriate reserve levels and ensuring that reserves are not depleted without first identifying a strategy to restore them to risk-
assessed levels during the MTFS period.  

 a treasury management strategy to manage the council's cash flows, including an investment strategy focused on the security of principal sums and a borrowing strategy to manage interest 
payable and other charges.  

 a capital strategy that prioritises capital investment programmes, identifies the financial impact of investment in schemes and limits the amount of unsupported borrowing to be taken.  
  
Budget monitoring, comparing actual performance against approved budget, is undertaken throughout the financial year and reported to service management teams, the Corporate Management 
Team, Cabinet and Overview and Scrutiny Committee. Where services are experiencing budget pressures, focussed ‘deep dives’ are undertaken and reported to members. The impact of 
pressures and any recovery activity is reflected within outturn forecasts enabling a strategic, corporate response. Where a residual deficit is forecast, a number of actions will be explored 
including:-  

 use of any service or non-specific underspends to offset pressures elsewhere within the budget  

 accessing external funding ensuring compliance with any funding conditions  
 use of reserves  

 use of general balances  
  review of spend and identification of potential savings  
A risk assessment is a critical element in the review of these options. Alongside the work undertaken to balance the annual budget, any ongoing impact on the MTFS will be explored with the 
strategy being updated and reported to CMT and members.  
In order to ensure that decision making is based on sound financial information the finance team, working with service groups, ensures that the council’s accounts appropriately and accurately 
reflect activity and commitments.  
  
Health and Care Reform:  
Existing partnership working arrangements for integrated commissioning are well embedded across the system.  
Locality leaders are fully engaged in discussions for health and care reform.  
All partners are engaged in the new transition to ICS arrangements  including the newly established ICS Transition Board and various workstream delivery groups.   

Appendix 1 
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Existing Controls - Assurances 

Annual budget setting process culminating in Council approval of annual budget, MTFS, treasury management strategy and capital strategy.  
Accuracy of budget monitoring and forecasting when compared to outturn position.  
Review of main financial systems and processes by internal audit  
Annual audit of the statement of accounts by external auditor.  
 
Health and Care Reform:  
ICS Transition Board and Programme Reports through existing governance channels.  
Reports through existing governance channels.   

Gaps in Existing Controls 

None identified.   

Original Risk 12 Current Risk 12 Target Risk 8 Latest Update 18 Oct 2022 

   

Next Assessment 01 Jan 2023 

Risk Treatment Plan 

Major 4 Major 4 Major 4 Monthly monitoring against savings targets and budgets helps the 
Council to identify any slippages in its savings programme as early as 
possible.  
The forecast in-year position is for a balanced budget with inflationary 
pressures being met from pay and price provisions and non-recurrent 
funding.  
In advance of the local government settlement being announced in 
December, various scenarios have been modelled to inform the 
budget gap for the period of the MTFS. Proposals are being 
developed through innovate workstreams and individual services 
which will be reviewed in the light of the local government settlement.  
The capital programme has been reviewed in terms of timing and 
deliverability of schemes for 2022/23. Bids for future capital 
programme funding are being developed with the impact upon the 
revenue budget to be reviewed as part of the annual budget and 
MTFS process.  
Treasury management position is under regular review to consider 
the impact of interest rate rises on budget assumptions.   

Likely 3 Likely 3 Unlikely 2 

Risk Identified 12-May-2021 Risk Assessed 01-Oct-2022 Target Date 31-Mar-2022 

Risk Movement since last assessment 
 

Increasing Risk History  

Potential actions for improvement – Half-year update 

The council approved a balanced annual budget for 2022/23 at its meeting in February 2022. The medium-term financial 
strategy covering the period to 2024/25 was also approved which set out the financial challenge facing the council in 
future years. This will form the starting point for setting the 2023/24 annual budget and extended medium term strategy. 
For 2022/23 we are forecasting a balanced position with key pressures in services offset in year.  
Key issues remain:-  

 various funding changes have been anticipated in recent years including business rate reform and reset and the 
introduction of fair funding however implementation has been delayed.  

 financial impact of health reform in terms of the overall level of financial resources available but also the process for 
managing these resources and associated risks.  

 ability to deliver savings through the innovate programme.  

 resilience of the collection fund in terms of growth and our ability to collect council tax and business rates.  
 impact of inflationary pressures upon existing assumptions for both revenue and capital spend.  

 development of business cases to support any revenue and capital investment.  
 adequacy of reserves with further assessment to be undertaken as part of the budget setting process.  
  
There is a high degree of uncertainty surrounding external funding arrangements for 2023/24 and beyond. Fair funding 
has been delayed further and the implications of the Chancellor’s mini budget on local authority funding are not fully 
known at this stage. Furthermore, we are in a period of high inflation with CPI running at 9.9% for August and as such, we 
are experiencing increasing costs from both our contracts and our discretionary spend. Finance team continue to work 
through funding scenarios which feed into current budget projections.   
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SCCSRR.002 Stability and capacity of workforce and maintaining a strong 
organisational culture 

Risk Owner: 
Assigned to: 

Debbie Brown 
Sam Betts 

If the council does not have sufficient capacity and capability in its workforce to deliver services at the right time in a flexible, integrated and placed based way this may result in increased 
demand for more specialist services, resident dissatisfaction and impact upon employee engagement and wellbeing.   

Existing Controls 

Through a squad working approach the council continues to make progress with significant change programmes across all three service directorates utilising the Salford Way change 
methodology. Workforce Panel have considered an update on (MyWork) which is the Council's approach to enabling people to work smarter reducing unnecessary travel and supporting place-
based working.  
#Leading Salford leadership framework and development programme to ensure that we recruit, develop and retain leaders with the right skills and behaviours to operate effectively.  
Monthly monitoring against savings targets and budgets helps the Council to identify any slippages in its savings programmes as early as possible. HR and OD work closely with service 
directorates to redesign services in response to public service reform, new and emerging technologies and new ways of working. Ensuring appropriate workforce development plans are in place 
to ensure we have people in the right place with the right skills maximising the opportunities that the apprenticeship levy provides.   

Existing Controls - Assurances 

None currently identified - requires further consideration   

Gaps in Existing Controls 

Pay Awards is dependent on national negotiations. Council has budgeted for a 3% pay award. Union ask is £2,000 on every SCP or retail price index 11.10% as at July 2022.   

Original Risk 12 Current Risk 12 Target Risk 9 Latest Update 15 Sep 2022 

   

Next Assessment 01 Jan 2023 

Risk Treatment Plan 

Major 4 Major 4 Serious  3 Priority actions 

 Further develop and embed a strong flexible and hybrid working 
offer.  

 Develop a structured approach to succession planning with a 
framework for the identification of critical posts/workforce plans.  

 Develop a suite of engagement and feedback tools to enhance 
employee voice across all service areas (surveys, focus groups, 
exit and stay put interviews etc.).  

 Develop and implement an equitable pay and reward strategy to 
address current challenges being faced.  

 The Salford Manager - clear expectations of all managers across 
the organisation.  

 Refine the #LeadingSalford behaviour and development 
frameworks.  

 Core leadership and management development programme.   

Likely 3 Likely 3 Likely 3 

Risk Identified 12-May-2021 Risk Assessed 01-Oct-2022 Target Date 31-Mar-2023 

Risk Movement since last 
assessment  

Increasing Risk History 
 

Potential actions for improvement – Half-year update 

Further monitoring of data is required to understand managers who are receiving training and services the training is not 
reaching.  
The Salford Manager and #LeadingSalford behaviour framework will be developed in the second half of the year. 
Surveys in People and Place to take place following the latest Service Reform survey.  
To recognise and respond to a range of workforce challenges as they relate to capacity, recruitment and retention, and 
turnover together with the impact that the cost-of-living crisis is having on our employees and families in July 2022 the 
council committed to the development and implementation of an equitable pay and reward strategy to include a 
fundamental review of current pay structures with changes to be implemented in April 2023.   
Significant progress has been made through a joint approach with the trade unions based on agreed key principles and 
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an evidence-led approach and a revised model has been developed which addresses the issues with the current pay 
structure and enables the council to offer competitive salaries to ensure capacity and capability to deliver excellent 
services for our residents.  The next stage will be to take the proposals forward through consultation and formal 
governance and decision-making arrangements with final ratification at full council in February 2023 for implementation in 
April 2023.  
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SCCSRR.003 Infectious disease outbreaks (including Coronavirus) 
Risk Owner: 
Assigned to: 

Dr Muna Abdel Aziz 
Gillian McLauchlan 

Salford faces a risk from infectious diseases outbreaks (including vaccine preventable disease, emerging and new diseases) which could involve loss of life, severe demand pressures affecting 
essential services and may also result in issues of community cohesion.   

Existing Controls 

National command and control arrangements in place via UKHSA – communications alerts received through ICC NW  
Salford Health Protection Board horizons scans for the city on emerging threats, responses to risk / alerts from UKHSA and/or other national bodies – Salford HPB accountable and feeds into 
Salford’s locality board and Health & Wellbeing Board.  
Salford, Greater Manchester and national Plans in place including  

 GM Multi-agency Outbreak Plan.  
 Greater Manchester High Consequence Infectious Disease (HCID).  

 GM COVID 19 Outbreak Plan.  

 Salford COVID 19 Outbreak Management Plan.  
 National Emergency and pandemic plan.  

 Salford Business continuity plans.  
Salford command and control structure would be activated to respond accordingly with multi-agency partners Vaccination preventable diseases GM NHS England leads on commissioning of 
vaccination services. The NHS England team working with Salford City Council and partners on increasing vaccination uptake.   

Existing Controls - Assurances 

Delivery of outbreak plans are led by the Deputy Director of Public Health and the monitoring is responsibility of the Health Protection Board.  
The Salford outbreak Management Plan sets out the arrangements in place to prevent, control and reduce transmission of the viruses, to protect the vulnerable, to prevent increased demand on 
health care services, and to address health protection, infection control and environmental health associated impacts which will support the city’s social and economic response and recovery. 
The plan is reviewed on an annual basis  
In terms of covid response - Salford COVID outbreak plan is followed which ensures Infection prevention and control messages and personal protection for staff and the public, appropriate 
business continuity plans to be activated. Stepping up surge capacity if needed. There are inequities in covid vaccination in the city therefore immunisation improvement (which may not be 
available in the short term) to protect contacts and to control the outbreak.   

Gaps in Existing Controls 

Many infectious diseases that can be prevented or the severity of illness can be reduced through vaccination. There are inequalities in vaccination coverage across the city in the covid 
vaccination but also flu and routine immunisations. There is a vaccination improvement plan in development to support increasing uptake in routine vaccination and the city will be supporting 
national catch-up campaigns and introduction of new schedules to vaccines.  
New and reemergent diseases represent a global challenge like polio, measles after worldwide schedules have been disrupted through the pandemic with many people being partially or not 
vaccinated.   

Original Risk 12 Current Risk 12 Target Risk 8 Latest Update 26 Jul 2022 

   

Next Assessment 01 Jan 2023  

Risk Treatment Plan 

Major 4 Major 4 Major 4 Following the COVID 19 outbreak emergency plans, outbreak plans 
and pandemic plans. COVID is still in an epidemic phase – as the 

Likely 3 Likely 3 Unlikely 2 
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Risk Identified 21-Feb-2020 Risk Assessed 01-Oct-2022 Target Date 31-Mar-2023 situation is not stable or predictable with risk of new variants which 
could have a greater impact mortality and morbidity for a number of 
reasons vaccine escape, severity. The trans ition from pandemic to 
endemic will be gradual and doesn’t happen overnight, therefore this 
requires caution. In time, vaccines and effective treatments can make 
the virus more predictable. It’s important to consider that being in an 
endemic COVID-19 may translate to continued mask wearing in 
places like public transport and indoor settings, and offices. This may 
be especially important during wintertime peaks, when respiratory 
viruses like SARS-CoV-2 are easier to transmit. In Salford, we have 
moved to a sustainable governance structure standing down the 
strategic coordinating group (SCCG), All member briefing, mayoral 
briefing. A weekly report is submitted to CMT and Lead Member for 
health and care briefing on the current situation. Covid is a standing 
agenda on the health protection board and the health protection team 
leads on the response of covid and reduction of other infectious 
diseases, with escalation routes to CMT and LMB with concerns.   

Risk Movement since last 
assessment  

Constant Risk History 
 

Potential actions for improvement – Half year update 

Over the summer COVID rates have risen and the risk remains high with emergence of new variants from the frequent 
mutations of the virus.  
The Salford COVID-19 Escalation and Response Plan has been produced with four levels of Risk and response that are 
based on the early warning system and we are monitoring pressures on NHS and critical services. All risk assessment 
templates have been updated. Comms messages have continued with public health advice to stop the spread, focusing 
on a recommendation to stay home if unwell and complete courses of vaccination.  
We continue to advise a precautionary approach with COVID secure arrangements in place as part of the Health and 
Safety duty in all settings. The Health Protection Team continue to advise settings with cases and/or outbreaks for the 
steps they need to take to protect their staff, clients and their business continuity.  
Due to disruption to worldwide vaccination schedules and increased social contact we have received alerts on potential 
outbreaks for polio and other vaccine preventable diseases, along with increased susceptibility of particular groups of the 
population to circulating viruses e.g. monkeypox.   
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SCCSRR.004 Cyber security 
Risk Owner: 
Assigned to: 

Debbie Brown 
Steven Fry; Debbie McCarron 

Cyber Security (CS) is a term used to define measures taken to protect against threats to security through accidental circumstances, actions / events or through deliberate attack.  
If sufficient measures are not in place to combat the risk of threats that can originate from the internet, corporate networks, maintenance activities, software upgrades and unauthorised access etc. 
this has the potential to result in incident that will have a major impact on the City Council's ability to operate and deliver services.   

Existing Controls 

At present the following measures are in place:  
Protective monitoring: 
 All PCs, Laptops and Servers on the Council’s IT network are protected by Virus Protection Systems, which are controlled centrally by ICT and cannot be disabled.  

 All incoming mail is scanned automatically by 2 separate systems to ensure that it does not contain viruses or malware.  

 Multiple layers of firewall are in place on all external connections to the Council’s network, preventing unauthorised access to data and systems.  
 All systems that are accessible from outside the Council, such as the Customer portal, are located in a special area of the network that is separated from the main Council network.  

 Regular penetration tests are carried out on all external access points to the Council’s network to ensure unauthorised access cannot be achieved.  
 JANet who provide our internet services to schools has dedicated security and network teams that have expertise in dealing with DoS attacks. As well as investigating incidents targeted at 

them, they assist customers when they are targeted.  
Threat hunting: 

 Deep Security by Trend Micro is deployed which delivers automated server protection through host-based security controls, including anti-malware, intrusion prevention (IPS), firewall, integrity 
monitoring, application control and log inspection.  

 Structural modification – inspecting links and data within documents/emails for malicious code attempting to redirect unsuspecting users. These links can be manipulated before onward 
delivery.  

Vulnerability management: 

 Micro segmentation – the ability to logically segment parts of our Server Infrastructure ensuring a single compromised host does not impact the rest of the Infrastructure.  

 Access Layer segmentation – Lateral communication is prevented at Layer 2 to mitigate virus/malware movement at the network layer, so device independent.  
Cyber Threat Intelligence: 

 In Office 365 we are leveraging O365 threat analytics while they are on and off premise for indicators of compromise with the user account and device objects.  
Organisational awareness: 

 User awareness – regular communication with end users highlighting the risks to staff and users to always question what they receive and whether to open files. The first line of defence is 
often employee education. Investment in mandatory e-learning and organisational development around digital skills is being widened.  

Security Operations Centre: 

 Security Operations Centre (SOC) in partnership with Home of Skills and Technology (HOST) and Microsoft. This provides dedicated monitoring, analytics and threat detection across the 
whole end point and infrastructure estate. This coupled with the existing controls provides 24/7 enhanced protection. Roll out of multi factor authentication.  

Membership of Regional and National Information Security Groups  

 Active members of the Northwest Warning, Advice & Reporting Point (WARP) and the government’s Cyber Security Information Sharing Partnership (CiSP), which provide guidance and 
advance warning of known threats.   

Existing Controls - Assurances 

 Business impact assessment  
 Business continuity plan  

 Disaster recovery plan  
 ISO27001 certification  

 Public Services Network (PSN) Code of Connection  

 NHS Data Security & Protection (DSP) Toolkit  
 3 Yearly rolling internal audit plan   
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Gaps in Existing Controls 

  

Original Risk 16 Current Risk 16 Target Risk 12 Latest Update 13 Oct 2022 

   

Next Assessment 01 Jan 2023 

Risk Treatment Plan 

Major 4 Major 4 Major 4 The DDaT team and the council’s Data Protection Officer (DPO) 
continually review cyber security defences and controls to monitor the 
threat.  
The Security Operations Centre (SOC) continues to monitor malicious 
activity and, where appropriate, takes  evasive action.  
The rollout of multi-factor authentication, which adds another layer of 
security, has already been rolled out to Service Reform users  and is 
currently being rolled out in the Place Directorate. This rollout will 
continue, and when complete, should lower the current risk level.   

Very Likely 4 Very Likely 4 Likely 3 

Risk Identified 04-Dec-2019 Risk Assessed 01-Oct-2022 Target Date 31-Mar-2022 

Risk Movement since last 
assessment  

Constant Risk History 
 

Potential actions for improvement – Half-year update 

The rollout of multi-factor authentication, which adds another layer of security, has already been rolled out to Service 
Reform users and is currently being rolled out in the Place Directorate. This rollout will continue, and when complete, 
should lower the current risk level.  
DDaT are about to introduce banner headings on all email messages where the security cannot be assured, warning 
users to take extra care.   
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SCCSRR.005 Impact of climate change 
Risk Owner: 
Assigned to: 

John Searle 
Jim Wensley 

All the current science and empirical evidence suggests that climate change is leading to increasing frequency of severe weather, be that high rainfall and flooding or heatwaves. Salford is as 
vulnerable to these types of events as the rest of Greater Manchester and the region.  
Failure to deliver on climate change initiatives, particularly those that adapt Salford to the impacts of local climate change, risk exposing the council to outcomes including flooding and heat 
stress. These risks are short, medium and long term with impacts likely to be increasingly high without interventions. Failure to implement measures to reduce the use of energy and carbon, 
within the required timescales impacting on achieving long term carbon reduction targets will have a short-term reputational and leadership risk to the city council.   

Existing Controls 

The City already has in place Civil Contingency plans to react/respond to events as they happen, working with the whole range of civil agencies (SRR.006 in the Strategic Risk Register).  
The Council has declared a climate emergency and we have in place a suite of Greater Manchester and Salford City Council Policies to drive change across the City to react to the climate 
change threat.  
Salford City Council is committed to the GM 5 Year Environment Plan (March 2019) – which includes immediate mitigation and adaptation measures and further innovation measures needed to 
meet the challenge of Climate Change and meeting a science-based target for the City of Carbon Neutrality by 2038. This requires on average a 15% annual reduction in emissions.  
We have organised Salford's Climate Change work so that it reflects GM's five-year Environment Plan of which Salford's Climate Action Board are in place to oversee progress against delivery.   

Existing Controls - Assurances 

The Salford Strategic Flood Forum enables different parts of the city council and relevant external partners to discuss flood risks and mitigation opportunities within the city, in addition to 
continuous joint working with relevant partners. The flood forum receives regular updates on the implementation of Salford's Local Flood Risk Management Strategy which contains a number of 
measures designed to mitigate flood risk within the city. One of the main measures completed in recent years was the construction of an additional flood storage basin at Castle Irwell.   

Gaps in Existing Controls 

  

Original Risk 6 Current Risk 9 Target Risk 4 Latest Update 21 Oct 2022 

   

Next Assessment 01 Jan 2023 

Risk Treatment Plan 

Serious  3 Serious  3 Significant 2 The Place Directorate continually reviews City and GM policies and 
action plans in this area and work resources to enable the City to 
respond to the Climate Change threat and our stated aim of achieving 
carbon neutrality by 2038.  
The city council takes its responsibilities regarding flooding very 
seriously. As an example, applications for new development in flood 
risk areas are carefully scrutinised to ensure that the development 
proposals are safe, in line with the city council's development and 
flood risk supplementary planning guidance. Developing approaches 
to biodiversity and greening through the city should reduce the impact 
of urban heat islands during heat events.  
In the event that a major flooding incident occurs emergency planning 
procedures are in place and staff are trained to respond. The training 
includes knowledge of the operational procedures of the flood basins 

Unlikely 2 Likely 3 Unlikely 2 

Risk Identified 11-Feb-2020 Risk Assessed 01-Oct-2022 Target Date 31-Mar-2023 

Risk Movement since last 
assessment  

Constant Risk History 
 

Potential actions for improvement – Half-year update 

The terms of reference of the Climate Action Board have been revised to better reflect the climate emergency.  
The Go Neutral review of assets and Go Neutral Framework should assist in the identification and delivery of council 
sites for renewable generation. The Salford Local Area Energy Plan should assist in long term energy planning in the 
City.   
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and communities most at risk within the city. The response to major 
incidents can include opening rest centres to accept those displaced 
by flooding and assisting with the recovery phase.  
The emerging approach to retrofit should reduce the risk of excess 
summer and winter deaths in the event of extreme weather events.  
Following the declaration of a climate emergency by Salford City 
Council in 2019 the council introduced a Climate Action Board which 
reviews the council’s climate change action plan. This is now being 
supplemented by sub-groups which will focus on difficult challenges. 
The level of home retrofit required to meet the target in the 5 Year 
Environment plan are extremely challenging.  
The roll out of Carbon Literacy Training to staff will assist in the 
identification of climate change risks and opportunities at an 
individual, team and service level.   
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SCCSRR.006 Business interruptions and emergency incidents 
Risk Owner: 
Assigned to: 

John Searle 
Jeanette Staley 

Business continuity risk - Should an emergency or major incident occur, there is a risk that the council may not be able to deliver key services as a result - loss of staff/loss of buildings/loss of IT 
infrastructure/loss of power due to unplanned interruption.  
Due to the COVID-19 pandemic there is a potential risk that the council may not be able to maintain delivery of council services / vibrancy of the city.   

Existing Controls 

The Council has a statutory requirement under Civil Contingencies Act to maintain a risk register on emergencies, with a pandemic being one of those risks. Responsibility sits at a Greater 
Manchester level, and the risk register can be found on the GM prepared website. This sets out mitigation plans that are in place.  
A Salford Emergency Response and Recovery Plan is  also in place. The Plan is regularly exercised through various scenario planning and desk top multi-agency exercises. Governance is in 
place - GOLD via a Salford Strategic Coordination Group, SILVER via Local Resilience Forum and BRONZE through Business Continuity Champions.  
On call is in place via a weekly on call system of bronze, silver, gold officers.  
Business Continuity - The council has a business continuity corporate plan, as well as directorate/service-based business continuity champions, business impact analysis and business 
continuity plans. BIAs (Business Impact Assessments) have been completed and Business Continuity plans have been written. A test of our Business Continuity arrangements will be run.  
Brexit - The council has conducted a Brexit impact assessment and a Brexit mitigation plan. During the no deal period the council was running 2 weekly Brexit meetings with business continuity 
champions, where we would review and update our plans in line with current government guidance/changes. The Brexit plan is being kept up to date, continue to share government guidelines 
across the council and continue to meet as a Brexit group quarterly.  
COVID-19 – the council has a full command and control structure to manage the ongoing COVID-19 Pandemic and mitigate as far as possible the effects on Salford's residents, businesses and 
communities.   

Existing Controls - Assurances 

For the actions we would take in the event of a business interruption incident, please refer to the corporate business continuity plan and the directorate business continuity plan relevant to the 
incident. For the actions we would take in the event of Brexit affecting SCC (Salford City Council) or the wider City, please refer to the actions contained within the Brexit plan and/or the SCC 
emergency response and recovery plan. For the actions we would / are taking in relation to COVID-19 please refer to the COVID-19 Outbreak Management Control Plan and the Recovery Co-
ordinating Group Recovery Plan. For the actions we would take in relation to an Emergency Incident please refer to our emergency response and recovery plan.  
Our emergency planning and business continuity plans are regularly tested (whether that be through exercising or through live incidents). Any learning we gain from these are debriefed and put 
back into plans retrospectively.   

Gaps in Existing Controls 

  

Original Risk 12 Current Risk 16 Target Risk 4 Latest Update 13 Oct 2022 

   

Next Assessment 01 Jan 2023 

Risk Treatment Plan 

Major 4 Major 4 Significant 2 The Salford COVID 19 emergency structures have been stood down 
but monitoring of statistics and surveillance of issues continues via the 
emergency planning and business continuity leads. Both the broader 
Business Continuity Champions and Local Resilience Forums 
continue to meet to discuss and respond to the COVID emergency as 
well as other resilience issues. Likewise, the Neighbourhood 

Likely 3 Very Likely 4 Unlikely 2 

Risk Identified 11-Feb-2020 Risk Assessed 01-Oct-2022 Target Date 31-Mar-2023 

Risk Movement since last 
assessment  

Constant Risk History 
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Potential actions for improvement – Half-year update Resilience Forums are still in place and meeting regularly. The 
structures ensure we are intelligence led in relation to dealing with 
emergencies and are flexible enough to respond as quickly as 
required.   

Recent examples of work include counter terrorism training and exercising, a mass power outage exercise. Surveillance 
in relation to other risks such as Brexit, cost of living crisis is on-going. The hospital mortuary continues to struggle for 
capacity, although we are currently having a watching brief. It is likely the mortality planning group will be stood back up 
to progress actions to ease the situation as we head into winter. The London Bridge Protocol was activated in Salford and 
implemented well. We have debriefed this emergency and the learning will be put back into the protocol should we need 
to activate it again.   
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SCCSRR.007 Effective governance and decision making 
Risk Owner: 
Assigned to: 

Debbie Brown 
Joanne Hardman; Iolanda Puzio 

If we do not have and operate an effective and agile governance framework coupled with strong strategic and political leadership, then we will be unable to ensure we have appropriate decision- 
making arrangements in place which would affect our ability to meet statutory requirements to make decisions in a proportionate, transparent and lawful way.  
Failure to meet these fundamental principles of good corporate governance at the Council or indirectly through a range of delivery models and partnership working leads to loss of public and 
business confidence in the organisation, reputational or financial loss and a diminution in our ability to operate as an effective and respected public authority and leader of place.   

Existing Controls 

There are a range of active and complementary controls in place. The Constitution of the Council is  the bedrock of good governance. It is kept under review by the Monitoring Officer and it is 
updated at least annually to ensure it continues to be relevant to the needs of the Council. In addition there are quarterly or more frequent meetings of the Governance Group whose primary 
responsibility is to prepare and have the oversight of delivery of the Annual Governance Framework and improvement plan.  
More broadly, the Council has in place a Code of Corporate Governance which is approved annually by the Audit Committee following engagement with the Council’s Corporate Management 
Team (CMT), the City Mayor and the Cabinet so that there is senior accountability and ownership. The same process is followed annually for the Annual Governance Statement, which is a 
documented assessment of how the Code is being operated at the Council. The Council has robust arrangements for executive decision-making, which are embedded and communicated. Items 
for decision are developed and challenged in an appropriate way with input from professionally qualified officers and CMT where necessary as well as lead member input. Delegated executive 
decisions are carried out through a mature scheme of delegation and decisions are taken and published in a transparent way. The scheme of delegation is contained in the Constitution and 
understood by members and officers. Operation of the scheme is overseen by the Committee Services Team.  
The Council has well-established arrangements for scrutiny which are member-led and supported strongly by officers. The O and S Committee and the Panels have agreed annual work 
programmes and as well as making recommendations to the City Mayor and the Council’s CMT on service improvement and executive decision-making throughout the year, they produce an 
annual report to Council summarising activity and impact of scrutiny activity in the previous year. The Audit Committee is chaired by a member of the opposition which is in line with CIPFA good 
governance practice. Independent assurance of the Council’s arrangements is provided by internal auditors, external auditors and external regulatory oversight for example Ofsted and Care 
Quality Commission. There are established arrangements and Codes of Conduct for officers and members which are widely communicated and followed. Annual learning and development on the 
code of conduct takes place for new members as well as existing members of the council. Member development is overseen by a member working group who contribute to and sign off an annual 
member development programme. The Council delivers some of its activities through partnerships with the public and private sector as well as through Council-controlled corporate vehicles. 
These are documented appropriately and are supported directly or indirectly by senior officers of the Council and elected members.   

Existing Controls - Assurances 

The Constitution of the Council, Schemes of Delegation and the publication of decisions, forward plan of key decisions, compliance with the data publication regime, Code of Corporate 
Governance, Corporate Governance Group, Annual Governance Statement, Codes of Conduct, Standards Committee chaired by an Independent Member, Audit Committee, Scrutiny Committee 
and Panels, Member and Officer learning and development, Register of Interests, Anti-Fraud & Corruption Policy, Whistleblowing Policy, Disciplinary Procedures, Annual Report of the Standards 
Committee, risk control framework, registers and reporting arrangements, Internal and External Audit.   

Gaps in Existing Controls 

Further assurance is needed that the delivery of the Council’s functions through alternative vehicles and through partners is scrutinised appropriately and that there are the necessary transparency 
and accountabilities in place. There is scope to expand the remit of the Governance Group so it has a more holistic view of the governance landscape at the Council.   

Original Risk 12 Current Risk 8 Target Risk 8 Latest Update 18 Oct 2022 

   

Next Assessment 01 Jan 2023 

Risk Treatment Plan 

Major 4 Major 4 Major 4 This risk is being tolerated at its current risk rating (8) which is in line 
with the target set. However, the risk is not being closed so we can keep 

Likely 3 Unlikely 2 Unlikely 2 
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Risk Identified 12-May-2021 Risk Assessed 01-Oct-2022 Target Date 31-Mar-2022 continued focus and visibility   

Risk Movement since last 
assessment  

Constant Risk History 
 

Potential actions for improvement – Half-year update 

The Local Government Association Peer Review carried out at the end of 2021 highlighted some areas of governance 
that could benefit from review including the offer scheme of delegation and the scrutiny function. The review also 
highlighted the need to consider succession planning both for officers and members. 
Further assurance is needed that the delivery of the Council’s functions through alternative vehicles and through partners 
is scrutinised appropriately and that there are the necessary transparency and accountabilities in place.  
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 SCCSRR.008 Ukraine support plans 
Risk Owner: 
Assigned to: 

Charlotte Ramsden 
Janice  Lowndes 

The Council is stepping up humanitarian, welfare, housing and financial support for Ukrainian and host families as a result of current war in Ukraine, and under the auspices of the Government's 
Home for Ukraine, family reunion and refugee support programmes.  
If the council does not ensure effective safeguarding, welfare and financial checks are in place there is a risk of personal harm, fraud, increased housing demands and reputational damage, for 
those seeking sanctuary, for host families, and to the city council.   

Existing Controls 

 Overall plan and oversight: A cross-office squad has been brought together, led by the AD (Assistant Director) People and Communities. This will ensure coordination of internal resources, 
and a clear project management focus. Risks and issues can be immediately escalated directly to the Strategic Director People, and to Corporate Management Team. A regular weekly 
update to CMT (Corporate Management Team) will be provided whilst the programme is being developed, tapering off once initial support plans are in place. Sub-risk owner; Janice 
Lowndes.  

 Safeguarding: it is crucial that the safety of both Ukrainian and host families is protected and in particular the safety of children and vulnerable adults. DBS checks will be requested as soon 
as practical for all host families to include all living in the property over 18 years, and identity checks confirmed with Home Office (via national data base) for those arriving in the city. An 
initial welfare visit will be undertaken by SCC (Salford City Council) Welfare Team once the families arrive and will be repeated as necessary. An initial assessment on the need for further 
support will be undertaken at the first visit. Sub-risk owner: Janice Lowndes / Zoe Fearon.  

 Fraud: SCC’s universal council tax / business support team have agreed to support payment of the £350.00 household support grant to host families. The team are experienced at 
managing a large volume of financial grants, including the various household, personal and business grants introduced during COVID. Robust fraud prevention measures and identity 
checks are in place. AD Digital and Customer Services has access to the national data base and will be able to support with reconciliation of local and national household records. Sub-risk 
owner: Steven Fry.  

 Inappropriate accommodation: to ensure that host accommodation is safe, adequate, and meets ‘decency’ standards a hous ing inspection will be undertaken by the Council's Private Sector 
/ Landlord Licensing Teams as soon as the addresses are released on the national data system following registering for the scheme, and before arrival of the Ukrainian family if this is 
possible. Sub-risk owner: John Wooderson.  

 Housing: Homes for Ukraine Scheme involves sponsors providing accommodation to Ukraine families for a minimum of 6 months, during this time there is a potential risk of relationship 
breakdown which may require SCC to provide temporary accommodation and/or settled accommodation. The family scheme, not funded, also carries a risk of relationship break down or 
overcrowding increasing the requirement for housing. Access to housing is very limited in Salford. Housing Services will secure a manageable amount of accommodation. Breakdowns in 
accommodation will be escalated to national team. Sub-risk owner: Janice Lowndes.  

 Hate crime / cohesion: there is widespread public support for the Ukrainian support schemes, and no cohesion risks are identified. GMP and SCC community safety have robust hate crime 
and cohesion monitoring and reporting arrangements in place, and these will be routinely updated via Neighbourhood Managers and CSRTs. Any issues will be immediately escalated via 
existing reporting routes. Sub-risk owner: Jeanette Staley.  

 Duplication of effort leading to poor coordination: there is widespread support for the Ukrainian relief and support effort, all of which is being brought together rapidly, and with little planning 
time. SCC (with other GM Authorities) has also provided funding support to Europia for targeted community development work to support these efforts. Coordination will be key. A 
partnership working group is in place, led by AD People and Communities. Sub-risk owner: Janice Lowndes.  

 Sufficiency of local services: Ukrainian families and children will, in all likelihood have experienced significant trauma. Families will require access to health services, children will require 
access to local schools and nurseries, as well as other essential support. Some local services – such as schools – are already stretched. There may be capacity issues depending on the 
eventual location (property/postcode) for families. SCC wil l need to liaise with Clinical Commissioning Group and schools to ensure access to services. Sub-risk owner: Muna Abdel-Aziz 
(PC) and Cathy Starbuck (schools).  

 New burdens: coordinating this support is an additional burden on council staff and financial resources. It is imperative this additionality is fully acknowledged via New Burdens funding from 
Government. Staffing capacity – within the council, across schools and the health service - to deliver on the range of support required is already limited, and will likely be insufficient without 
additional resources, for example the processing of DBS checks is an immediate issue. Sub-risk owner: Joanne Hardman.  

 Information security: SCC has access to the national database which records address of host families  in Salford, with the details of Ukrainian families they have been matched to. This is 
data shared by central govt for the sole purpose of administering the Ukraine support programmes. It cannot be used for other purposes. This is information SCC does not hold otherwise 
and is a new set of personal data. There is a risk that given urgency and expediency personal data could be inadvertently shared or used for a purpose other than intended. This risk is low 
given the existing information security protocols in place. Consideration should be given to a specific DPIA / Privacy notice. Sub-risk owner: Janice Lowndes / Debbie McCarron.  
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 Unknown refugees: people are arriving in the country via 3 main routes, Homes for Ukraine, Family Scheme and independently. SCC is only provided information on and funding for the 
Ukrainian refugees through the Homes for Ukraine, this means that the number of people living in Salford is unknown. Access to services is greater than SCC is aware of. The risk is high 
as the number of people is unknown and access for services could be high due unidentified needs of the refugees. Access to alternative data, i.e. through the Job Centre and housing 
services to be collected. Sub risk owner: Janice Lowndes. 

 Unaccompanied Minors Scheme: this scheme is open to support children from Ukraine to stay with known families/individuals with parental consent. Approval for the arrival of the children 
and placement with hosts is dependent on all safety checks being completed and application of the private fostering process. The applications for the scheme will be managed via the 
Bridge and through the Private Fostering process. Sub-risk owner: Zoe Fearon.   

Existing Controls - Assurances 

Regular reports to Corporate Management Team on overall progress, highlighting key barriers and risks.   

Gaps in Existing Controls 

Business as usual monitoring arrangements will need to be developed once the support programmes are in place.   

Original Risk 12 Current Risk 12 Target Risk 8 Latest Update 11 Aug 2022 

   

Next Assessment 01 Jan 2023 

Risk Treatment Plan 

Major 4 Major 4 Major 4 A steering group is in place to oversee and manage the scheme. A 
safeguarding group has been established to manage and complete 
additional safeguarding checks. Weekly meetings are in place.  
The Unaccompanied Minors  Scheme is managed through the Bridge 
and the private fostering processes.  
The addition of the Unaccompanied Minors scheme to the Homes for 
Ukraine Scheme maintains the risk at the original likelihood and 
impact scores.   

Likely 3 Likely 3 Unlikely 2 

Risk Identified 01-Apr-2022 Risk Assessed 01-Oct-2022 Target Date 31-Mar-2023 

Risk Movement since last 
assessment  

Constant Risk History 
 

Potential actions for improvement – Half-year update 

Continued risk included in the Strategic Risk Register as requested by Tom Stannard and Charlotte Ramsden. A project 
steering group is in place with accountability and reporting direct to Corporate Management Team, with immediate 
escalation of issues and risks where necessary.  
Additional group will be developed to manage the Unaccompanied Minors Scheme via the Bridge and private fostering.   
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SCCSRR.009 Impact of Cost-of-Living crisis on people living and working in Salford 

Risk Owner: 
Assigned to: 

 

Debbie Brown 
Joanne Hardman; Janice  
Lowndes; Jacquie Russell 

As the cost-of-living crisis impacts on communities in Salford, more people will face financial difficulties which will lead to an increased demand for council services and assistance. This will 
have both financial implications for the council and place further pressures on delivery of services provided by the council e.g. Salford Assist, WRADAS, housing options/temporary 
accommodation etc.   

Existing Controls 

Provision of services/schemes to support people to access financial assistance/advice, including Welfare Rights, Debt Advice, Salford Assist, Household Support Fund, Discretionary Housing 
scheme, Housing Benefits and Council Tax discretionary schemes.  
Regular budget report monitoring financial/budget position.   

Existing Controls - Assurances 

Individual service monitoring, GM cost of living data reports.   

Gaps in Existing Controls 

Department of Work and Pensions current funding for Household support fund ends on 30 September 2022, a new allocation of the scheme for October 2022 to April 2023 approved but 
allocation not confirmed. We will need to closely monitor demand for services in relation to budget implications as the number of residents requiring support is unlikely to decrease due to the 
impact of the cost of living increases in relation to food and fuel particularly through the winter months but also in future years.  
Housing rent increases to be agreed by the registered providers, impact directly on people’s ability to manage and increased risk of becoming homeless, needing access to temporary 
accommodation or rough sleeping. This would increase pressure on overstretched housing teams in prevention and intervention services and create further financial pressure on the council 
budgets.   

Original Risk 16 Current Risk 16 Target Risk 12 Latest Update 18 Oct 2022 

   

Next Assessment 01 Jan 2023 

Risk Treatment Plan 

Major 4 Major 4 Serious  3 Establish a strategic approach to tackling the impacts of financial 
crisis through City Leaders. Meeting to agree the objectives in 
October 2022.  
Establishing a Cost-of-Living Plan, identifying all existing resources 
and support services that can provide help to people experiencing 
financial crisis.  
Review are internal processes to poverty proof actions.  
Identify funding that can be used to enhance the discretionary funding.  
Increase the level of support in homelessness prevention to reduce 
the number of people needing temporary accommodation or rough 
sleeping. Support financially vulnerable people, through an 
established ‘team around the family’ to ensure all resources are 
maximised to reduce impact of financial crisis.   

Very Likely 4 Very Likely 4 Very Likely 4 

Risk Identified 01-Oct-2022 Risk Assessed 01-Oct-2022 Target Date 31-Mar-2023 

Risk Movement since last 
assessment  

Constant Risk History 
 

Potential actions for improvement – Half-year update 

Budget projections continue to include discretionary funding for our most vulnerable residents, with £10.3m support 
through the council tax funding scheme along with a further £1.5m of support through a range of schemes including 
Salford Assist, discretionary housing payments, council tax support and warm homes investment fund. There has also 
been a further £2.7m of government funding available for this first half of 2022/23 through the housing support fund which 
has been confirmed as being extended to the end of the year.   
The Council developed and implemented an Employee Support Loan Scheme for staff which was launched in July 2022 
with over 800 applications received to date and £368,000 paid with recovery through payroll commencing at the point the 
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national pay award is agreed and implemented. 
The Council continues to develop its Financial Wellbeing offer for staff including financial help and information and our 
Employee Assistance Programme and benefits provision through Vivup which includes discounts, offers and salary 
sacrifice schemes. 
Further work will be undertaken through the second part of the year to ensure that the staff support is linked to the 
external / resident support available through Better Off etc. 

 


